WARNING

Clicking on links like the one in the email you've just
read puts you at risk for identity theft. A phishing
scam uses fraudulent email and web pages to steal
bank account information, passwords, and other
confidential information.
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Protect yourself from Phishing Scams

wombat

security technologies

How you were tricked: How to help protect yourself:

STOP! €@ Don't trust links in an email. @ Don't call company phone
This email is from my Don’t fall for this numbers in emails or instant
pank and it is asking scam email. http://ww .com/update messages. Check a reliable
source such as a phone book
e to Update my 9 Never give out personal or credit card statFe)ment
information. | better : : ; :
_ , , information upon email request. :
click on the link and QQ‘@/: Credit Card Statement

update it.

: Name:|Jane Smj 2T .
<y SSN: [123 E‘ \\‘:‘ For customer service call
1-800-xXX-XXXX

Look carefully at the web address.

@ Don’t open unexpected email
D] http://WWW-k-Com| attachments or instant

Wombank
From: service@Wombank.com

Dear Jane,
Your account will be suspended if
you do not update your information.

http://www.Wombank.com/update

message download links.

Type in the real website address My Inbox
INto & web browser. Here is the updated document.

<] http://www.Wombank.corrfj:3 atta t )

How phishers trick you: | forged the address to Thanks PhishGurul!

look genuine. Where can | learn
more?

Here is how con artists
try to steal your
personal information.

| threatened the user with
an urgent message.

Visit
PhishGuru.org

| added a link that looks like
it goes to Wombank - but it

" e
really sends people to my ‘k‘

Dear Jane,
Your account will be suspended i
you do not update your informatio

http://www.Wombank.com/update

site so | can steal their
information and money!
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To learn more about protecting yourself from phishing scams visit http://www.PhishGuru.org o ETT G T Ui




